CITX 1151 - Understanding TCP/IP: Assignment # 2

Due in class: February 20, 2008 

Note: 

This assignment should be type-written. No hand-written assignments will be accepted.

1. A company has been assigned with the 8 contiguous addresses from 196.87.104.0/24 to 196.87.111.0/24. The network administrator has decided to combine these addresses to form a supernet.

a) What are the network address and the prefix length of the supernet? (2 marks)

b) What is the directed broadcast address of the supernet? (1 mark)

c) What is the range of valid host addresses in the supernet? (2 mark)

2. What is the maximum number of “Options” bytes that can be inserted in the IP Header? Justify your answer. (2 marks)

a) An IP datagram uses the “Options” field and the length of the option bytes alone is 5 bytes. What is the value “encoded” in the “Header Length” field of this datagram? Justify your answer. (2 marks)

b) The network layer of a host has received 1176 bytes from its transport layer. When an IP datagram is formed with these bytes, the “Total Length” field value in the IP header is 1200 bytes. What is the value encoded in the “Header Length” field of this datagram? Justify your answer. (2 marks)
3. An IP datagram has been captured by a protocol analyzer during the process of troubleshooting a network problem. Following are the first 30 bytes of the datagram, represented in hexa-decimal notation:

45 00 05 78 01 23 40 00 32 11 01 23 C1 0A 14 1E AF DF 1C 0F 4E 20 00 17 05 64 00 00 AB CD

a) Are any “Options” used in the IP datagram? Briefly justify your answer. (1 mark)

b) Is the packet fragmented? Briefly justify your answer. (1 mark)

c) How many more routers can the packet travel to, before being dropped due to TTL expiry? (1 mark)

d) What transport layer protocol is used in this scenario? (1 mark)

e) If a router receives this packet and decides that it should be forwarded through an interface whose MTU size is 600 bytes, what would the router do? (2 marks)

f) What are the IP addresses of the source and destination hosts? (2 marks)

g) What is the port number of the application that sends this data? (1 mark)

h) State the name of the application in the destination host that would receive the application data. (1 mark)

i) Would the transport layer protocol in the destination host check the accuracy of the received checksum? Briefly justify your answer. (1 mark)

j) What are the first two bytes of the application data? (1 mark)

Note: You may want to take a look at Examples 1 & 4 and Exercise 15 (and its solution) in Ch.8 and Exercise 16 of Ch.11 before answering this question.

4. A router receives an IP datagram through one of its interfaces. Describe how the router processes this IP datagram at its network layer, indicating the individual steps. (8 marks)

Note: Q3 above will remind you of some of the processing steps of a router that you should include in your answer. 

5. Through a search engine or by using the URL http://www.rfc-editor.org/rfc/rfc1700.txt, access the RFC (Request for Comments) 1700 – Assigned Numbers. Using this RFC as a reference, answer the following questions:

a) What values are assigned for the “Protocol” IP header field to represent SIP (Simple Internet Protocol) and IGRP (Cisco’s Interior Gateway Routing Protocol)? (1 mark)

b) What TCP/UDP port numbers are assigned for Telnet and Domain Name Server? (1 mark)

c) What multicast address is assigned for IGRP routers? (1 mark)
d) According to RFC 1700, what is the current recommended default TTL (time-to-live) value for Internet Protocol? (1 mark)

e) The Internet Control Message Protocol (ICMP) has many messages that are identified by a "type" field. What are the “Type” numbers assigned for “Destination Unreachable” and “Traceroute” ICMP messages? (1 mark)
f) Many of these ICMP types have a "code" field. What do the codes 0 and 1 indicate for the ICMP “Time Exceeded” messages? (1 mark)

